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1 https://www.emdat.be/

2 L. Labaka, J. Hernantes & J. M. Sarriegi, A Holistic Framework for Building Critical Infrastructure
Resilience, 103 TECHNOLOGICAL FORECASTING AND SoCIAL CHANGE 21-33 (2016).
3 Sydney Perelmutter, M, Top 5 Ransomware Attacks that Shook, X’talk, available at https://xtalks.com/top-
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8 P. Nelson & R. Sterling, Sustainability and Resilience of Underground Urban Infrastructure: New
Approaches to Metrics and Formalism, 2012 GEo CONGRESS 3199-208 (2012).
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(system failure)
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\ 4

Time
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( Conceptual Definition of Performance Response Functions )
% #+ & & : Nelson and Sterling, 2012

® 279 - T (Ana Pais) -~ ZEPG#IGE - 5LEPE (Cecilia Tombesi) - T OL1ZE{:20484F « P88 sE AP
REESSWWE 24 7B, » BBC NEWH 3L » 202149 H 11 H - https://www.bbc.com/
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11 Jakub Harasta, Legally Critical: Defining Critical Infrastructure in an Interconnected World, 21

INTERNATIONAL JOURNAL OF CRITICAL INFRASTRUCTURE PROTECTION 47, 48 (2018).

12 KATHI ANN BROWN, CRITICAL PATH: A BRIEF HISTORY OF CRITICAL INFRASTRUCTURE PROTECTION IN THE

UNITED STATES (2006).

13 Exec. Order No. 13010 61 FR 37347 (1996). JF3Z : an infrastructure so vital that is its incapacity or
destruction would have a debilitating impact on our defense and national security. {FZ##:2 -
14 USA Patriot Act of 2001, Sec. 1016 (e), =T & £ZE (USAPATRIOT Act) 22001410526 H 3%
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Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of

2001J ’ EF‘
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15 JH7 @ Those systems and assets, whether physical or virtual, so vital to the United States that the

incapacity or destruction of such systems and assets would have a debilitating impact on security, national
economic security, national public health or safety, or any combination of those matters. 7Z=C{F#i#:% -
16 |5 37 @ The framework of interdependent networks and systems comprising identifiable industries,

institutions (including people and procedures), and distribution capabilities that provide a reliable flow of
products and services essential to the defense and economic security of the United States, the smooth
functioning of government at all levels, and society as a whole.

17 https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors  (last

visited Nov. 1, 2023).

18 https://www.fletc.gov/site-page/critical-infrastructure-security-and-resilience-month (last visited Dec. 14,
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19 JE 7 ¢ Over the last few decades, our Nation has grown increasingly dependent on critical infrastructure,
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FHENM - 20185 X E il E =B A Bl
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PE B ( NATIONAL INFRASTRUCTURE
PROTECTION PLAN (NIPP) SECURITY
AND RESILIENCE CHALLENGE 2018
FACT SHEET ) -

T~ BR B A B L R RS e o R B T
i

BRERAEEE 12 - BRI RE
FEE RN - BREEMZZ ( Commission

the backbone of our national and economic security. America’s critical infrastructure is complex and

diverse, combining systems in both cyberspace and the physical world — from power plants, bridges, and

interstates to Federal buildings and the massive electrical grids that power our Nation. During Critical

Infrastructure Security and Resilience Month, we resolve to remain vigilant against foreign and domestic

threats, and work together to further secure our vital assets, systems, and networks... . As President, | have

made protecting critical infrastructure a top priority. Earlier this year, | signed a Presidential Policy

Directive to shore up our defenses against physical and cyber incidents.
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Commission of the European Communities, Critical Infrastructure Protection in the Fight against Terrorism
(Brussels, Oct. 20 2004), COM (2004) 702 final, p. 3, available at http://europa.eu.int/comm/justice_home/
doc_centre/criminal/terrorism/doc/com_2004_702_en.pdf (last visited Feb. 10, 2009).

Critical infrastructure, European Commission, available at https://home-affairs.ec.europa.eu/pages/page/
critical-infrastructure_en (last visited Dec. 14, 2023).

Green Paper on a European program for critical infrastructure protection [2005] COM/2005/0576 final.
EPCIP, ClPedia, available at https://websites.fraunhofer.de/ClPedia/index.php/EPCIP (last visited Dec. 14,
2023).

Communication from the Commission on a European Program for Critical Infrastructure Protection [2006]
COM/2006/0786 final.

J&SZ © on the identification and designation of European critical infrastructures and the assessment of the
need to improve their protection.
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J&SZ  The word resilience has been originally originated from the Latin word “resiliere” which means to
“bounce back.” The common use of resilience word implies the ability of an entity or system to return to
normal condition after the occurrence of an event that disrupts its state. Such abroad definition applies to
such diverse fields as ecology, materials science, psychology, economics, and engineering.
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